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1 Introduction
This document describes the technical requirements for the ER Inmate Information (II) Pilot project using the webMethods product as the solution. The project consists of consuming, parsing, mapping and transforming the message produced by the DSI OMS application, and updating the DOC Electronic Reporting database similarly as it is currently done.
1.1 Scope of Work

The DSI web service (iEngine) will publish a predetermined NIEM-compliant message based on events identified by JNET.  This web service will invoke the JNET web service (ISB), which will parse the data, map codes, transform the data, and insert, update, or delete records in the DOC ER database. Guidelines for handling error(s), logging and audit logging are outlined in this document. 
In Scope

DSI: the county OMS triggers, validation of data, data filtering, transforming to a NIEM Event message, publishing to JNET Web Service,  and user auditing.

JNET: Parsing, mapping codes, transforming codes of the DSI OMS message. Inserting, updating or deleting records in the DOC ER database. Modifications to the DOC ER database only if there are additional data that DOC requires. Addition of mapping table for codes mapping.
Out of Scope

· Authentication to JNET Web Service and Implementation of the wM Infravio product in the ERII Pilot for the web service security. There will be a separate Charter for the SOA Security Solution evaluation/implementation.  This technology will be applied after the Pilot with Bucks County before roll out to the remaining counties.
· The ability to handle one big Batch load updates of multiple records at one time.  This will addressed before rolled out to remaining counties

1.2 Integration Process Overview

Currently data is sent to the DOC ER database via triggers and procedures that are installed on the County Jail OMS database maintained by JNET. These triggers/procedures insert data to staging (a.k.a event) tables that are marked as ready for publication. JNET JIBlets query these staging tables, validate, and publish the data to the DOC ER database via Websphere MQ. The intent is to replace the functionality of the triggers, procedures, and JIBlets/MQ to publish these data, excluding the validation process. Validation criteria will be sent to DSI to implement in the OMS application. The current and conceptual business processes are depicted below.
a. Current Business Process Flow
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Figure 1 – Current Process Flow

b. Conceptual Business Process Flow Model

Flow steps of the ERII services.
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Figure 2 – Conceptual Process Flow Model

2 Technical Requirements
2.1 External Interface Requirements

· The JNET ISB web service for ERII will be invoked by the DSI WS Client during events specified by the Functional Requirements. See (Documentation\ERII_Functional_Requirements.xls). The DSI WS Client will then publish the NIEM compliant message from the county (initially Bucks County) to JNET. Please see Schema\CountyInmateEvent.xml for sample xml; see Schema\CountyInmateEvent.xsd and Schema\CountyInmateExtension.xsd as schema references. These samples/schemas will be updated as needed.
	[image: image3.wmf]
	Note: Documents and files referenced here will be in StarTeam Electronic Reporting\ERII project\Schema.


· The message will be consumed by JNET web service where the codes will be mapped using a mapping table, and data will be inserted, updated, or deleted in the main tables of the DOC ER database, bypassing the staging tables.
· The DOC ER database schema will not be modified for the pilot; table layouts are listed in outputs section. There are additional elements DOC requested for ACT 84; these data elements will be added to the schema as an enhancement after the initial pilot. 

· Mapping will be done after the message is sent as opposed to on the DSI OMS database as done currently. Therefore a mapping table to include all counties will be created in the JNET environment. Mapping table example is shown below. This mapping table will need and additional county code column that will identify each county.

· Web Service Interface.

Refer to ERII Functional Requirements Document for validation requirements.  
JNET will provide an IEDP archive (.zip) file that includes the following:

	2.1.4
	The Web Service should be WS-I compliant. This will use the Document-literal Style binding in the WSDL.

	2.1.5
	JNET Web Service Input Example and Schemas

· Schema\CountyInmateEvent.xml
· Schema\CountyInmateEvent.xsd 

· Schema\CountyInmateExtension.xsd
· Schema\ElectronicReporting.wsdl
· Schema\ElectronicReporting.xsd

	2.1.6
	JNET Web Service URLS:

· DEV: https://ws.dev.jnet.state.pa.us:51003/soap/ElectronicReporting
· TEST: https://ws.test.jnet.state.pa.us:51003/soap/ElectronicReporting
· PROD: https://ws.jnet.state.pa.us:51003/soap/ElectronicReporting
Note: these URLs may be subject to change during the Pilot


2.2 Security Requirements

	2.2.1
	Reference: Should follow the JNET Web Services Security Standard document.

	2.2.2
	No direct access to the ERII Web Service will be allowed outside of JNET trusted Application Tier. For the ERII pilot, a firewall will be used for the Bucks County router connection.  This will only allow requests for this pilot to come from Buck’s County.

	2.2.3
	External interface Requirements are from DSI’s web service, initially at Bucks County, to JNET web service via HTTPS. It would likely be easier to use HTTPS because the firewalls have port 443 is open to JNET’s web tier. This will work as long as DSI’s application is SSL 3.1 compliant.

	2.2.4
	The request should include a WS-Username token containing the County ID and 10 digit password PIN passed via the XML SOAP. This token will be later used for Authentication and Auditing purposes. This Token is in compliance with the OASIS WS-Security WS-Token 1.1 standard.
The WS-Token will contain the following:

· Security Token Timestamp – Used to indicate the time that the token was created and when it expires.
· UseName Token – Indicates the identity of the end user associated with this request.  Username element is to contain a valid JNET username.

· 10 digit password PIN for the username. 
Below is an example of a SOAP message header containing User Name Token to be passed by the DSI web service:

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" 

xmlns:enc="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" 

xmlns:xsd="http://www.w3.org/2001/XMLSchema"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
  <soap:Header>
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-01.xsd" env:mustUnderstand="1">
<wsse:UsernameToken wsu:Id="sa021e313550291e3a5516c2f0bf9e0c4a21ea60d">
<wsse:Username>Buckco</wsse:Username>
<wsse:Password Type="PasswordText">2825268689</wsse:Password>
<wsse:Created>2006-10-16T20:24:26Z</wsse:Created>
</wsse:UsernameToken>
<wsu:TimeStamp>
<wsu:Created>2006-10-16T20:24:26Z</wsu:Created>
<wsu:Expires>2006-10-16T20:29:26Z</wsu:Expires>
</wsu:TimeStamp>
</wsse:Security>  

  </soap:Header>
</soap:Envelope>
Security Token Timestamp – Used to indicate the time that the token was created and when it expires.

      <wsu:Timestamp xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" wsu:Id="Timestamp-b2a02938-9f71-4a75-92fb-db7266c1aa42">

        <wsu:Created>2007-05-31T19:28:54Z</wsu:Created>

        <wsu:Expires>2007-05-31T19:58:54Z</wsu:Expires>

      </wsu:Timestamp>

UserName Token – Indicates the identity of the end user associated with this request.  Username element is to contain a valid JNET username.

The digest of the password for the username. The value is a base64-encoded SHA1 hash value concatenation of the nonce, created and password values
<wsse:UsernameToken wsu:Id="sa021e313550291e3a5516c2f0bf9e0c4a21ea60d">

<wsse:Username>sherry</wsse:Username>

<wsse:Password Type="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.0#PasswordDigest">A20VbPs461V022mYHhWgvCiD6x8=</wsse:Password>

<wsse:Nonce EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary">B9TJA6XPvdbwXZjvFSWqgzJJ

</wsse:Nonce>

<wsse:Created>2006-10-16T20:24:26Z</wsse:Created>

</wsse:UsernameToken>
NOTE * For The ERII Pilot, we will use the default PasswordText over SSL for simplicity reasons. This may change later to the PasswordDigest type after the Pilot, but before a GA release to the remaining counties. 



	2.2.5
	The County ID/password should be authenticated against the JNET LDAP Directory. JNET will need to create an entry in LDAP for each county ID. 

NOTE* For the Pilot this requirement should be ignored.


2.3 Deployment and Code Promotion Requirements

	2.3.1
	Deployment and maintenance should occur at non-peak hours (for example, 6:00 a.m. – 8:00 a.m.



	2.3.2
	This is a new service being deployed and should not impact current production or cause any outages.


2.4 DSI Error Handling Requirements

	2.4.1
	· The DSI application needs to notify and allow the user to fix any outstanding error records that can’t be published to JNET.

	2.4.2
	· If the iEngine ER does not receive an acknowledgement in a predetermined amount of time (increments logarithmically), a notification should be sent to OMS administrator and Possibly JNET.

	2.4.3
	· If the iEngine ER submission fails after 5 attempts a notification should be sent to OMS administrator and JNET.

	2.4.4
	· JNET will have access to the OMS exceptions generated by validation so discrepancies can be addressed.


2.5 DSI Monitoring Requirements

	2.5.1
	The iEngine will send a test/heartbeat message from each RMS on a regular interval (minimum every 24 hours).  It must be acknowledged in the same manor as other messages.

	2.5.2
	The iEngine will generate a Message ID and include it into the Event Message record for trouble shooting and auditing.


2.6 JNET Requirements

	2.6.1
	When invoked, the web service (ISB) should determine whether the message is and insert, update, delete, and test/heartbeat messages.

	2.6.2
	Perform mapping and transformation of any county-specific codes by transforming the DSI code to the DOC code using the DSI_REF mapping table in section 2.2.6

	2.6.3
	Parse only data specific to DOC’s requirements to insert, update or delete records in the DOC ER database. Parsing other data from the message will be handled at a later date.

	2.6.4
	DOC Output

· Database: JNET-ER_DOC
· Table: t_inmate
· [inmate_key] [int] IDENTITY(1,1)  

· [reporting_county] [char](2)  

· [prisoner_id] [varchar](15)  

· [state_id] [varchar](15) 

· [FBI_no] [varchar](15) 

· [social_security] [varchar](15) 

· [last_name] [varchar](20) 

· [first_name] [varchar](20) 

· [middle_name] [varchar](20) 

· [marital_status] [char](1) 

· [race] [char](1) 

· [gender] [char](1) 

· [date_of_birth] [datetime] 

· [country_of_birth] [char](3) 

· [country_of_citizenship] [char](3) 

· [height_feet] [smallint] 

· [height_inches] [smallint] 

· [weight] [smallint] 

· [hair_color] [varchar](15) 

· [eye_color] [varchar](15) 

· [known_gang_member] [char](1) 

· [gang_affiliation] [varchar](50) 

· [county_contact_name] [varchar](50) 

· [county_contact_addr1] [varchar](25) 

· [county_contact_addr2] [varchar](25) 

· [county_contact_city] [varchar](25) 

· [county_contact_state] [char](2) 

· [county_contact_zip] [varchar](10) 

· [county_contact_email] [varchar](50) 

· [county_contact_jnet_id] [varchar](50) 

· [county_contact_phone] [varchar](25) 

· [county_contact_mobile] [varchar](25) 

· [county_contact_pager] [varchar](25) 

· [county_contact_fax] [varchar](25) 

· [SID_clean] [char](8) 

· [SSN_clean] [char](9) 

· [init_create_date] [smalldatetime] 

· [last_modify_date] [smalldatetime] 

· [facility] [varchar](10) 

· [block] [varchar](10) 

· [cell] [varchar](10) 

· [bed] [varchar](10) 

· [separations] [char](1) 

· [legal_status] [varchar](12) 

· Table: t_booking

· 
[booking_key] [int] IDENTITY(1,1) 

· 
[inmate_key] [int] 

· 
[reporting_county] [char](10)

· 
[prisoner_id] [varchar](15) 

· 
[state_id] [varchar](15) 

· 
[booking_no] [varchar](15) 

· 
[admission_date] [datetime]

· 
[admission_type] [char](2)

· 
[committing_county] [char](2)

· 
[housing_status] [char](2)

· 
[prisoner_status] [char](1)

· 
[perm_release_date] [datetime] 

· 
[perm_release_type] [char](2)

· 
[init_create_date] [smalldatetime]

· 
[last_modify_date] [smalldatetime] 

· Table: t_charge
· 
[booking_key] [int] 

· 
[charge_code] [varchar](15)  

· 
[charge_seq] [varchar](15)  

· 
[charge_class] [char](2) 

· 
[OTN] [varchar](15) 

· 
[case_no] [varchar](30) 

· 
[dj_docket_no] [varchar](20) 

· 
[sentence_date] [datetime] 

· 
[sentence_eff_date] [datetime] 

· 
[min_sentence_months] [smallint] 

· 
[min_sentence_days] [smallint] 

· 
[min_sentence_years] [smallint] 

· 
[max_sentence_months] [smallint] 

· 
[max_sentence_days] [smallint] 

· 
[max_sentence_years] [smallint] 

· 
[min_sentence_date] [datetime] 

· 
[max_sentence_date] [datetime] 

· 
[credit_jailtime_days] [smallint] 

· 
[earntime_goodtime_date] [datetime] 

· 
[parole_violator] [char](1) 

· 
[probation_violator] [char](1) 

· 
[sentence_status] [char](2) 

· 
[init_create_date] [smalldatetime] 

· 
[last_modify_date] [smalldatetime] 

· Table: t_alias

· 
[inmate_key] [int] 

· 
[alias_seq] [varchar](15)  

· 
[alias_last_name] [varchar](20) 

· 
[alias_first_name] [varchar](20) 

· 
[alias_middle_name] [varchar](20) 

· 
[alias_date_of_birth] [datetime] 

· 
[alias_social_security] [varchar](15) 

· 
[init_create_date] [smalldatetime] 

· 
[last_modify_date] [smalldatetime] 

· Table: t_bond
· 
[booking_key] [int] 

· 
[charge_code] [varchar](15)  

· 
[charge_seq] [varchar](15)  

· 
[bond_seq] [varchar](15)  

· 
[bond_amount_required] [money] 

· 
[bond_amount_posted] [money] 

· 
[date_bond_set] [datetime] 

· 
[date_bond_posted] [datetime] 

· 
[bond_type_required] [char](4) 

· 
[bond_type_posted] [char](4) 

· 
[init_create_date] [smalldatetime] 

· 
[last_modify_date] [smalldatetime] 

· Table: t_detainer
· 
[booking_key] [int] 

· 
[detainer_seq] [varchar](15)  

· 
[row_id] [int] IDENTITY(1,1)  

· 
[detainer_type] [char](1) 

· 
[detainer_status] [char](3) 

· 
[detainer_date] [datetime] 

· 
[init_create_date] [smalldatetime] 

· 
[last_modify_date] [smalldatetime] 

· Table: t_temp_release
· 
[booking_key] [int] 

· 
[temp_release_seq] [varchar](15)  

· 
[temp_release_type] [char](2) 

· 
[temp_release_start_date] [datetime] 

· 
[temp_release_end_date] [datetime] 

· 
[init_create_date] [smalldatetime] 

· 
[last_modify_date] [smalldatetime] 

	2.6.5
	Mapping Table 

TABLE: DSI_REF 

· [DSI_TABLE_NAME] VARCHAR2(15 BYTE)

· [DSI_CODE] VARCHAR2(64 BYTE)

· [DOC_CODE] VARCHAR2(8 BYTE)

· [DOC_DESCRIPTION] VARCHAR2(80 BYTE);

Example

See mapping\dsi_ref.sql for entire table.

Insert into DSI_REF

   (DSI_TABLE_NAME, DSI_CODE, DOC_CODE, DOC_DESCRIPTION)

 Values

   ('COUNTY', 'TI', '59', 'Tioga');

Insert into DSI_REF

   (DSI_TABLE_NAME, DSI_CODE, DOC_CODE, DOC_DESCRIPTION)

 Values

   ('COUNTY', 'TIO', '59', 'Tioga');

Insert into DSI_REF

   (DSI_TABLE_NAME, DSI_CODE, DOC_CODE, DOC_DESCRIPTION)

 Values

   ('CITIZEN', 'AUA', 'AUS', 'AUSTRALIA');

…….

……..


2.7 JNET Error Handling Requirements
	2.7.1
	The application/web services must be able to recover from all known error conditions by performing error handling and information logging routines and returning to normal operation.
Error Conditions Include:

· Authentication failure

· Unable to connect to database temporarily

· Error in parsing/processing a message

	2.7.2
	The application/web services should be able to recover from unknown error conditions.  If the application is unable to recover (i.e. fatal errors), it will send an email to the IT Operations team at oa-jnetoperationslanteam@state.pa.us with information about the error and status of application/services (e.g. Unhandled Error received, services are shutting down). Where possible, the application should automatically restart after a fatal error.

	2.7.3
	Use the JNET ISB best practices for Error Handing. If an error occurs in the ERII Service processing, store that error in an error repository that will be monitored by a separate process. 

	2.7.4
	If during reception of the message from DSI, generate the proper SOAP fault back to the DSI client notifying them of the error

	2.7.1
	In the event that Error or Audit logging fails, write the error to the Server Log.

	
	If a transaction fails more than 5 times, identify the problem via the monitoring tool.


2.8 JNET Availability Requirements

Reference: See the Assumptions section of this document for failover/load balancing.

System tolerance level/Outage time.
	2.8.1
	It is mandatory that the system components and web service must be available no less than 98.5% 24x7x365 excluding planned maintenance windows.


2.9 JNET System Application and Audit Logging Requirements

	2.9.1
	Application level logging should be logged to the ISB Server log. Refer to Operations Guidelines for Application Developers section 3.3 for details on log file elements. The following elements should be logged:
Time Stamp

Logging Level

Application Name

Host Name

Error Message
Details of Error Message
Common Delimeter

	2.9.2
	Every event in the system should have the ability to be logged based on the logging levels. The logging levels should have the capability to be configured in real-time (without requiring any deployment/re-deployment)

Required Log levels are:

· Informational

· Warning

· Error
· Debug

	2.9.3
	An audit trail should take place when the service is accessed. It should capture the Prisoner ID, type of update for Action Code, and the County System ID the request originated from. The current JNET Audit Log mechanism should be utilized.


2.10 JNET Performance Requirements

	2.10.1
	Guaranteed delivery is required for this application. We need ensure that the update by the DSI OMS system correctly updated the DOC ER database.

	2.10.2
	The web service should support receiving a maximum of 1000 messages per hour during business hours.  This is based on the current estimate of 7,150 transactions per day from 63 prisons.  It should accept an event message every 2 seconds.

	2.10.3
	The ER II service should be able to process asynchronous messages to DOC as quickly a possible but should not exceed one hour.  This processing time includes the database updates.


2.11 JNET Monitoring Requirements

	2.11.1
	The web services must accept transactions from a JNET monitoring services in order to gather statistics about performance and availability.

	2.11.2
	For load balancer health monitoring, Implement the serverPing service provided in the JNET_Admin package of the JNET Framework in the webMethods environment.   

See the webMethods Development Best Practices Guide document located in the NGA ISB\Product Install (Phase II)\Deliverables\Best Practices folder in StarTeam. 

	2.11.3
	The web services must accept a test/heartbeat message from each RMS on a regular interval.  This test message must be acknowledged in the same manor as other messages.  If the test message is not received within a reasonable time frame, the monitoring tool will identify the problem to the JNET Operations team for initiation of troubleshooting. 

	
	


2.12 Reporting Requirements

	2.12.1
	There will be no reports for this project. Electronic Reporting Statistics will be used as it is currently in conjunction with the DOC ER database.


2.13 Online Help/Documentation Requirements

	2.13.1
	Not applicable.


2.14 Testing Requirements

See the ISB ERII Test Plan and the ISB ERII Test Schedule documents located on the CommonData drive (JNET IS Office\Applications\Testing_QA\.....) for testing requirements. 
2.15 User Interface Requirements
There will be no user interface on the JNET side; the only user interface is the DSI OMS application. 
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