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Overview

Recent years have brought many security and privacy concerns regarding criminal justice history data. Every law enforcement agency from the FBI’s Criminal Justice Information System division, all the way down to the local sheriff has felt the increasing security pressure of the information age. Appriss understands the information security concerns and requirements of our nation’s law enforcement agencies, it’s our business.
This document is intended to give our newest customers a little background information about Appriss, what we do, and our security posture.
Who We Are

Since 1994, Appriss has provided innovative technology solutions that help hundreds of local, state, and Federal government agencies serve and protect their citizens. Through products like VINE and JusticeXchange, Appriss is helping to improve the efficiency, effectiveness, and accessibility of government agencies across the country.

Our flagship product, VINE, the National Victim Notification Network makes it easy for crime victims and other citizens to obtain timely information about criminal cases and the custody status of offenders held in local jails or state prisons.

What We Do

The Appriss Data Network, which links more than 1,500 criminal justice agencies across the country and processes more than 35 million transactions every month, is the nation's largest privately-managed integrated criminal justice information network. The network covers more than 66 percent of the nation's state and local inmate population and collects offender information in near real time from over a thousand jail and court management systems across the country. The information is received, processed, and stored for instant access at the Appriss Operations Center in Louisville, Kentucky.
Appriss aggregates, warehouses, and mines criminal justice data from diverse sources in order to provide valuable products and services to law enforcement agencies. Appriss never makes any claim of ownership regarding the data we receive, it remains your data, we are simply custodians.

Security Posture
Company wide, Appriss is influenced heavily by the FBI CJIS Security Policy (v4.3). Some of our products, such as JusticeXchange, contain investigative data, and are held in strict compliance with that policy. Products such as VINE contain primarily with data that is already public record. The level of security for this information is left to the discretion of our customers. 

Through other projects, Appriss is also familiar with Department of Justice ITS standards, NIST 800 series and FIPS publications, and other aspects of FISMA.

Our goal is to meet or exceed the security requirements that are acceptable for the transmission, processing, and storage of the criminal justice data provided by our customers. We have the knowledge and experience necessary to assist our customers in determining what level of protection is appropriate for their data. In addition, we provide a mature and robust technological framework to implement that protection.
Infrastructure details and diagrams beyond what is presented in this overview are available upon request, however due to security concerns non-disclosure agreements and/or memorandums of understanding will be required.

Technology Overview

Receiving Your Data
Appriss has many standards ways to receive your data. We can extract it from your booking system, or you can send it directly to us, depending on the booking system vendor.
Gateway PC with VPN

In our most typical configuration, we will install a PC on your network which will interface directly with your booking system and transmit the data to us. The Gateway PC uses the Cisco VPN Client to establish an IPSEC tunnel over tcp port 10000 to our Cisco 3030 concentrator. This tunnel uses AES-256 encryption. We can also accommodate a site-to-site IPSEC VPN from your facility to ours, but the Cisco client method is preferred for versatility.

Direct Transfer (SFTP/FTP)

In some cases, customers send data directly to Appriss, without using one of our gateway PCs. Appriss prefers the use of the Secure File Transfer Protocol (SFTP), which is an extension of SSH and uses tcp port 22. We require a minimum 128bit key strength for SFTP sessions. We also support standard unencrypted FTP, while we prefer encrypted protocols, some of our customers choose clear text FTP as the transport for data that is already in the public record.  The use of direct FTP depends on the booking system interface.
Storing Your Data
Our facility is staffed and monitored 24x7x365. All areas of the facility are secured with an Lenel OnGuard door access system using proximity cards and magnetic locks. Background checks are performed on all employees. Persons with felony convictions or records which show a general disregard for the law are not eligible for employment. All employees receive a 30 minute training session on the FBI CJIS Security Policy (v4.3).
Quick Facts

Our customers

· United States Department of Justice

· Federal Bureau of Prisons
· 32 State Prison Systems

· Over 2500 local law enforcement agencies

Our operations

· Near real time data feed, over 2500 agencies reporting ever 15 minutes

· Notification and Inquiry phone calls totaling over 1 million minutes per month

· Channel capacity for over 1200 simultaneous calls

· 31TB of live storage

Frequently Asked Questions 

What are the requirements for your VPN?
We use the Cisco VPN Client. In our configuration, all IPSEC traffic is tunneled over TCP port 10000. As long as our Gateway PC can establish a TCP connection to port 10000 of our concentrator (63.126.72.70), everything should work just fine.

Are there any network configurations that break your VPN?

Since we are doing IPSEC over TCP, we avoid the normal pitfalls of IPSEC through NAT. Our configuration tends hold up regardless of local network implementation.

However, devices such as proxy servers, content filters, intrusion prevention systems, application layer gateways, or anything doing stateful packet inspection can cause a problem. In many cases these device mean well by detecting and preventing encrypted traffic on an unknown port. Usually it is just a matter of configuring our VPN concentrator’s IP address (63.126.72.70) as “trusted” or “whitelisted.”

What if we prefer a site-to-site VPN?

No problem just let us know and we’ll arrange to set that up.

What is SFTP and how is it different from FTP?

In simple terms, SFTP is FTP tunneled over SSH, which is encrypted. Another advantage of SFTP is that the entire transaction occurs over a single TCP port, 22. Regular ftp is unencrypted. It uses TCP port 21 as a control session, and can use multiple ephemeral ports for transferring data. Our FTP servers do support both active and passive modes.
